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1
Decision/action requested

This contribution proposes to add new KI on Security protection of topology hiding in N4 interface.
2
References

3
Rationale

The contribution proposes to add new KI on Security protection of topology hiding in N4 interface.

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: Security protection of topology hiding in N4 interface
5.X.1
Key issue details

Messages transferred between NFs deployed on customer premise and NFs in 5GC contain sensitive information such as addressed of entities, network layout, or device locations. Exposure of the underlying network topology especially the topology information of 5GC may cause sever security threats towards operator’s core network. This key issue proposes to investigate the protection of the topology information against from being exposed to malicious third parties in N4 interface. 
X.2
Security threats

If 5GC’s internal structure and network topology is exposed without protection, the potential attackers or unauthorized users can easily identify potential targets, exploit vulnerabilities and launch further attacks. 

If one NPN network structure and topology is exposed to another NPN, the potential attackers or unauthorized users can easily identify potential targets, exploit vulnerabilities and launch further attacks. 
5.X.3
Potential security requirements

5GS shall support the topology hiding function in N4 interface to protect the network structure and sensitive information from unauthorized parties, hence safeguard the privacy and security of the operator’s network. 
*************** End of the change ****************

